PK I FOR INDUSTRY 4.0

Securing the
connected factory
of tomorrow
The basis for secure communication is trust. We create
this trust and implement security in machines and
systems with technology and infrastructure that is
required by current standards, such as IEC 62443.

How secure
communication is enabled

To ensure long-term reliability and trust for the
connected factory and new business models, all
communication needs to be secured and central
management is a prerequisite.

Secure Remote Service
Quick response in the event of a malfunction: Remote
service is often used when machines and components
are distributed around the world. The control of who has
access to which machine and for how long is a crucial
safety factor.

Solution
Certificate-based security mechanisms enable
time-limited dedicated access for external parties.
Communication between sender and receiver is
additionally secured with strong encryption and
authentication mechanisms.

Secure Data Transmission
Data moves from machines into the cloud, via edge
gateways, fog nodes into MES or ERP systems, with the
aim of creating transparency and automating processes.
Since decisions are derived directly from this data,
protective mechanisms are needed to enable secure
communication.

Solution
PKI forms the basis for many strong security
mechanisms in protocols such as http, OPC-UA, and
MQTT. Strong authentication and encryption, as well as
data integrity, enable maximum trust in the transmission
of data.

Secure Software Distribution
Machines, plants and components are distributed
worldwide. Direct access is often only possible during
repair or maintenance work. At the same time, software
in the form of updates and functional enhancements
is becoming increasingly important. It should not be
copied, should only be usable for approved machines
or paid upgrades, and should come from a trustworthy
source.

Solution
In addition, we enable the allocation of individual
software for defined machines with security so that it
cannot be duplicated.

About PrimeKey
PrimeKey is one of the world’s leading companies for PKI solutions and has developed
successful solutions, such as EJBCA Enterprise, SignServer Enterprise, PKI Appliance
and PrimeKey SEE. As a pioneer in open
source security software, PrimeKey provides
businesses and organizations around the
world with the ability to implement security
solutions, such as e-ID, e-Passports, authentication, digital signatures, unified digital identities and validation. Our products are Common
Criteria and FIPS certified. We have numerous
Webtrust/ETSI and eIDAS audited installations, and our internal processes are ISO 9001,
14001, and 27001 certified.
PrimeKey has offices in Stockholm, Sweden;
Aachen, Germany; Paris, France; San Mateo,
USA and Melbourne, Australia. Together with
our global network of technology and reselling
partners, we are proud to count many of the
industry leading companies and institutions
within IT, Telecom, Banking, Industrial, Public
CAs, and different branches of Government
as our long-time customers. As of June 2021,
PrimeKey is a part of Keyfactor.
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