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To realize the full potential of Smart Metering, PrimeKey offers 
a complete portfolio of PKI and signing products consisting 
of EJBCA® and SignServer. With these products, the security 
infrastructure of any Smart Metering solution is guaranteed in 
a fl exible, scalable and reliable way. 

Providing the 
secure foundation 
needed to unlock 
the potential 
of smart meter 
technology



Smart Meter Security
Ensuring data protection, privacy and security when 
implementing Smart Meters

Best Practice with PrimeKey PKI

The PKI for Smart Metering infrastructure

To realize the promises of smart metering, utility 
providers need to take several security-, data protection-, 
and privacy considerations into account, including: 

• Proofi ng and protecting the integrity and origin of data 
sent in the system. 

• Authenticating the identities of the parties in 
communication. 

• Protecting the data from unauthorized access when in 
transit between parties. 

• Protect the integrity of devices- ensuring the software 
is not tampered with. 

• Ensuring regulatory compliance.

PKI (Public Key Infrastructure) provides a generic 
security mechanism that is inevitable for numerous 
solution areas, including Smart Metering and IoT 
(Internet of Things). 

According to the Offi  cial Journal of the European Union1, 
network as well as information systems and services 
play a vital role in society. Their reliability and security are 
essential to both economic and societal activities and 
to the functioning of the internal market. Cybersecurity 
incidents can impede the pursuit of economic activities, 
generate substantial fi nancial losses, undermine user 
confi dence and cause major damage to the economy 
of the EU. In response to this threat, the Directive on 
Security of Network and Information Systems (NIS), was 
adopted by the European Parliament on 6 July 2016 and 
entered into force in August 2016. 

1 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&from=EN

Our security
solutions

A Smart Metering PKI confi guration based on PrimeKey 
PKI contains several services such as Root CA, optional 
Policy CA, Issuing CAs, Certifi cate Publishing and 
Registration Services and is installed on redundant 
software to achieve High Availability. 

The certifi cate life-cycle management is typically 
automated and the Smart Meter Security Gateway, for 
example, requests certifi cates from the CAs via a Web 
Services, a Rest API interface or standard enrollment 
protocols. Other stake holders; the smart meter, service 
providers, consumers, etc. are also a part of the Smart 
Metering infrastructure and can use certifi cates provided 
by the Smart Metering PKI or an external PKI. This 
means that the number of CAs and CA types needed 
depends on both regulatory requirements and the 

EJBCA Enterprise
A powerful, fl exible and Common Criteria 
certifi ed Certifi cate Authority and a complete PKI 
Management System including certifi cate issuing, 
lifecycle management and validation services.

SignServer Enterprise
Server side digital signatures that give maximum 
control and security, allowing your staff and 
applications to conveniently sign code and 
documents. 

Deployment options
PrimeKey understands that organizations have 
unique business challenges, including security 
requirements, budgets and the availability of internal 
resources. That’s why we give you the choice to 
combine Software Appliance, Hardware Appliance 
and public Cloud deployments for your PKI and 
Signing solution. This means the infrastructure 
can be deployed in the manner best suited to your 
business needs and can grow fl exibly and expand 
over time.

Reliability and trust are a fundamental to the 
Energy sector 

The energy sector provides essential services 

that are defi ned in all core and national NIS 

directive legislation. A fundamental part of 

what is ‘smart’ in the context of smart meters 

is that the infrastructure is connected to the 

Internet. It enables a continuous fl ow of data 

between the consumer and the utility provider, 

but it also exposes the infrastructure to third 

parties. Several markets have already seen 

smart meters being hacked, and the potential 

threats are vast; from a damaged brand 

reputation to billing fraud and ultimately, 

power failures. PKI offers several solutions 

that raise IT security within the energy sector 

while also meeting key tenants of NIS.
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PKI and certifi cate based solutions enable secure 
communication between parties and provide security 
through trusted identities and services built on top, 
including authenticity, integrity, confi dentiality and non- 
repudiation. 

PrimeKey offers a complete portfolio of PKI products 
for building the Smart Metering security infrastructure, 
including certifi cate issuing and life-cycle management, 
validation services (OCSP/CRL), code, document signing 
and timestamping services. 

In addition, PrimeKey offers best-practice standard 
confi gurations based on PrimeKey’s different 
deployment options. For example EJBCA software 
appliance, addressing common Smart Metering 
requirements, enabling utility providers to build resilient 
smart metering security infrastructures and stay 
compliant with current and future regulatory demands. 

identifi ed scope of the certifi cate services. 

Deploying the Smart Metering PKI in a software 
appliance-based architecture enables you to combine 
the fl exibility, reliability and feature set of the EJBCA 
Enterprise software, with a secure technology stack and 
support for most HSMs and Cloud HSMs in the market 
including FIPS 140-2 Level 3 certifi ed HSMs. Using the 
PrimeKey software appliance reduces technical risks 
for the entire PKI project and limits patch management 
efforts during operation. Simplifi ed management 
and maintenance workfl ows lower the setup time 
and operational costs and reduce the total cost of 
ownership. The EJBCA software appliance is available 
in fi ve different models (XSmall, Small, Medium, Large, 
XLarge) to address different deployment sizes. 

Cybersecurity regulations
for critical infrastructure 
in the EU

The requirements between countries can differ as well as how Smart Metering vendors implements the standards in their 
equipment. For more detailed technical specifi cations on EJBCA and SignServer including interoperability, supported 
standards, formats and protocols see doc.primekey.com
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PrimeKey is one of the world’s leading PKI and
signing solutions providers and has developed
a number of innovative products, including
EJBCA Enterprise, SignServer Enterprise, EJBCA
Appliance, PrimeKey SEE, and Identity Authority
Manager. As a pioneer in open-source security
software, PrimeKey provides global businesses
and organizations the ability to implement vital
security solutions, such as e-ID, e-Passports,
authentication, digital signatures, unifi ed digital
identities, and validation. PrimeKey products
are Common Criteria and FIPS-certifi ed, the
company’s internal processes are ISO 9001,
14001, and 27001 certifi ed, and it has numerous
Webtrust/ETSI and eIDAS-audited installations.

PrimeKey has offi  ces in Stockholm, Sweden;
Aachen, Germany; San Mateo, USA; and
Melbourne, Australia. Together with a global
network of technology and reselling partners,
the company supports a customer roster that
includes industry-leading companies and
institutions across the IT, telecommunications,
industry, fi nance and public sectors.
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