
Microsoft auto-enrollment
with EJBCA® Enterprise

A single installation of EJBCA Enterprise removes the 
need to install and maintain multiple Microsoft Certificate 
Authorities (Microsoft Active Directory Certificate 
Services, ADCS). The seamless EJBCA integration 
with MS auto-enrollment works with all your Microsoft 
servers, workstations and mobile devices.   

Easy and seamless 
integration with 
Microsoft auto-
enrollment



Certificate auto-
enrollment for EJBCA 
Enterprise
Integrating EJBCA Enterprise with the Microsoft environment has 
never been easier. This means that you can take advantage one PKI 
for your customer facing applications and your Enterprise IT use 
cases. 
Auto-enrollment is the mechanism with which Microsoft 
Windows internally provisions certificates from server 
to client within a Microsoft domain, and it performs 
both enrollment and renewal automatically simply by 
configuring the necessary credentials and groups in 
Active Directory. When using EJBCA the MS clients 
and servers are configured (via certificate enrollment 
policies) to send certificate requests to EJBCA, instead 
of multiple Active Directory Services instance, and 
EJBCA talks directly to Active Directory. 

Microsoft Environments and PKI 
PKI is an integral part to any Windows environment. 
Servers, workstations and mobile devices are managed 
through Active Directory (AD), which defines domains 
and access for users and machines. Backing this is in 
most cases the built in Microsoft CA, which checks with 
AD running on a Domain Controller. 

When a client running Windows logs into a Domain, 
it makes a request to Certificate Enrollment Policy 
Server (CEP) in order to retrieve from AD what policies 
the user is entitled to. A request is then sent through a 
Certificate Enrollment Service Server (CES) to request 
certificates from the Microsoft CA, which in turn gives 
access to the needed domains. This process is called 

Microsoft Auto-enrollment, and it works so well that the 
user isn’t even aware that it’s happening. Integration with 
Active Directory not only provides automatic certificate 
provisioning for Windows workstations and servers, but 
also easy device enrollment over Microsoft Intune. 

The PKI magic - Auto-enrollment and EJBCA
There are several reasons why you like many other 
enterprise PKIs, may want to use a different PKI backend 
for your Microsoft environment than Microsoft’s own 
ADCS. Being able to unify your entire PKI infrastructure 
in a single environment, both for Auto-enrollment but 
also issuance of other certificate types, has operational 
and security advantages.

Additionally, the Microsoft CA has limitations when it 
comes to scaling – it doesn’t handle large volumes well, 
and multi forest/domain support exists but is limited. 
In EJBCA, Microsoft Auto-enrollment is an integral part 
of EJBCA’s enrollment stack, allowing clients to be 
configured to retrieve Certificate Enrollment Policies 
and subsequently send certificate requests straight to 
the EJBCA RA, which communicates directly with Active 
Directory. As is universal in EJBCA’s design doctrine, 
multi tenancy is integral and thus also multi forest 
support. 

• Combine the ease and simplicity of Microsoft 
Autoenrollment with the proven power and 
performance of EJBCA 

• Integral support for Azure as host, for user 
authentication and publishing 

• Wide HSM support, including Azure Key Vault 
and the FIPS 140-2 Level 3 Managed HSM

• Multi forest and multi tenant support, allowing 
you to run your entire PKI in a single instance

• Common Criteria Certified
With EJBCA you can combine all your Microsoft CAs and server installations into on single software 
installation. EJBCA implements secure multi-tenancy and CAs are logically separated, access is 
managed with a role-based access system and log files are signed to ensure traceability. This means 
reduced software maintenance and improved controls. 

Benefits 

Deploy EJBCA in the manner that suit you 
best, as on-premises hardware or software, 
in the Cloud as IaaS or SaaS or combine the 
deployment models. The software is proven to 
be flexibility and scalable and also support wide 
range of HSM options.
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About PrimeKey

PrimeKey is one of the world’s leading PKI and
signing solutions providers and has developed
a number of innovative products, including
EJBCA Enterprise, SignServer Enterprise, EJBCA
Appliance, PrimeKey SEE, and Identity Authority
Manager. As a pioneer in open-source security
software, PrimeKey provides global businesses
and organizations the ability to implement vital
security solutions, such as e-ID, e-Passports,
authentication, digital signatures, unified digital
identities, and validation. PrimeKey products
are Common Criteria and FIPS-certified, the
company’s internal processes are ISO 9001,
14001, and 27001 certified, and it has numerous
Webtrust/ETSI and eIDAS-audited installations.

PrimeKey has offices in Stockholm, Sweden;
Aachen, Germany; San Mateo, USA; and
Melbourne, Australia. Together with a global
network of technology and reselling partners,
the company supports a customer roster that
includes industry-leading companies and
institutions across the IT, telecommunications,
industry, finance and public sectors.
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