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Securing and 
enabling German 
healthcare
Germany has one of the largest PKI installation in all of Europe. It is a 
system that connects everything related to healthcare for the German 
population, called TI (Telematics Infrastructure). Doctors log in to 
the healthcare network to authenticate themselves with their smart 
card, dentistry journals are kept in it and pharmacies are connected 
to distribute prescription drugs, just to name a few use cases. Every 
doctor and every hospital is connected. It is a vast and complex system 
designed by the German government and is considered to be a highly 
prestigious project to be a part of. In this vast solution, DGN is providing 
the smart cards.

When the project started out, the German healthcare 
was in the beginning of their digitalization journey. They 
had the insight to prepare for the future and invested in 
a full-scale Trust Service Provider (TSP) solution ready 
for expanding and growing over time. TI, along with 
their solution providers, consciously built for the future. 

This has proven to be a very wise strategy as they are 
now in a position where they are capable of handling an 
extensive, and increasingly growing volumes of smart 
cards, authentications, validations and digital signatures 
in a secure way. 
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PrimeKey’s partner procilon are one of the carefully 
selected partners for TI, through the smart card 
provider DGN, and are responsible for the TSP services 
of the solution. procilon has designed and set up 
the smart card system as well as the authentication, 
validation and digital signing processes. For this, 
procilon uses PrimeKeys EJBCA® Enterprise for 
issuing digital certifi cates for authentication and 
signing. By doing so, they leverage  mature, fl exible, 
and certifi ed products to support a very large and 
critical system involving the personal health of the 
German population.  

As TI and DGN are handling such delicate and 
confi dential information, guaranteeing a high level of 
security is crucial. In addition to staying compliant with 
relevant regulations, such as eIDAS, DGN has added 
security features that needs to be upheld. This level of 
security and compliance requires continuous audits 
of the solution as a whole. Ensuring that these audits 
go as smoothly and as effi ciently as possible has been 
a top priority of procilon, as they are responsible for 
large parts of the solution. This is one of the reasons 
behind choosing products from PrimeKey. procilons 
knowledge of the audit process, together with the 
know-how and certifi cations of EJBCA Enterprise and 
SignServer makes for smooth sailing. In such complex 
processes it is a great benefi t to have certifi cation and 
audit experience from all involved parties. 

In the future, DGN and procilon will establish the 
second generation of the solution where the solution 
has been updated with support for the latest remote 
signature services according to eIDAS. 

Facts 

Customer:
DGN, Deutsches Gesundheitsnetz

Partner:
procilon

Challenge:
Building a secure and stable TSP solution 
fl exible enough to grow into becoming of the 
largest installations in Europe. All whilst being 
eIDAS compliant. 

Solution:
PrimeKey’s EJBCA Enterprise together with 
products and servies from procilon.

Benefi ts:
A modern and reliable TSP solution where 
DGN can evolve their business and use case. 
Smooth audit process and compliance to 
relevant regulations.

About procilon
Technology for IT Security & Data Protection
The companies of the procilon Group have specialized in 
the development of cryptological software and strategic 
advice on information security and data protection for 20 
years. Today more than 1500 companies, organizations 
and authorities have taken preventive technical and 
organizational measures to protect their data with the 
support of procilon. www.procilon.de 

About PrimeKey
PrimeKey is one of the world’s leading companies for
PKI and digital signing solutions. Deployed as software,
appliance or cloud, our products EJBCA and SignServer
deliver the capability to implement an enterprise grade
PKI system ready to support solutions such as IoT, e-ID,
e-Passports, authentication, digital signatures unifi  ed
digital identities and validation. PrimeKey has its head
offi ce in Stockholm, Sweden. 


