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Smooth sailing
with secure
Point of Sales
As ITCARD was growing rapidly they needed to find a new PKI solution
at short notice. Requirements were ability to handle a large-scale
environment with more than 18,900 ATMs and POS devices. PrimeKey
and PKI Appliance met all the requirements; delivery at very short notice,
optimisation of all costs, separation of duties, dual control etc.
ITCARD provides services via more than 3,900 ATMs,
15,000 POS devices and 0,9 million cards and 1,6 million
3D Secure cards in Poland. ITCARD cooperates with
VISA and MasterCard in several areas, including card
issuing and acceptance, ATMs and cash in machines,
recyclers, EFT POS, and customer and helpdesk services
on behalf of several banks.
ITCARD is the sole owner of the Planet Cash ISO ATM
network, Planet Pay ISO EFT POS network and Planet

Plus Internet shopping mall. Due to its rapidly growing
business, ITCARD needed to find a new PKI solution at
short notice that could handle a large-scale environment
with more than 18,900 ATMs and POS devices. PrimeKey
was one of the competitors that replied to ITCARD’s
RFP. The main reasons for shortlisting PrimeKey were
the EJBCA technology and the ability to give correct and
reliable answers.

PrimeKey met all the requirements: delivery at very
short notice (two months), optimisation of all costs,
separation of duties, dual control and other rules
required by PCI/DSS.
PrimeKey’s PKI Appliance offered ITCARD a complete
feature set that operates a full service PKI with high
availability using EJBCA, which has been certified
in accordance with the Common Criteria. This is the
easiest and most efficient way to deploy an enterprise
PKI system without the challenges of complex
installation and integration procedures.

Facts
Customer:
ITCARD provides services through ATMs,
Point of Sales devices and 0,9 million cards in
Poland.

Challenge:
To provide a PKI solution implemented at
short notice for a large-scale environment in
accordance with very specifc standards, PCI/
DSS and PN-ISO 21188:2010

Solution:
PrimeKey’s PKI Appliance issues certifcates
for different brands of devices, securing
transactions and maintenance processes by
using mutually authenticated tunnels with
HSM for PKI, which is certifed in accordance
with FIPS140-2.

Benefits:
Cost savings through a secure remote device
commissioning process that is fully automated
and optimised. It complies with PCI/DSS
standards and is attractively priced for
ITCARD’s end customersTransparency.

About ITCARD
An experienced business partner delivering complete
solutions based on advanced payment technologies and
tailored to the bank’s needs. ITCARD is a major provider
of banking self-service solutions in Poland. ITCARD’s
comprehensive offer includes sales, deployment and
management of ATMs and POS terminals; MasterCard and
VISA card issuance; and authorization, processing and
clearing of payment transactions. http://en.itcard.pl/
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About PrimeKey
PrimeKey Solutions AB is one of the world’s leading companies
for PKI solutions. PrimeKey has developed successful solutions,
such as EJBCA Enterprise, SignServer Enterprise and PrimeKey
PKI Appliance. PrimeKey is a pioneer in open source security
software that provides businesses and organisations around
the world with the ability to implement security solutions such
as e-ID, e-Passports, authentication, digital signatures, unified
digital identities and validation.

