
How to secure a  
successful PKI migration

PKI migration is nothing to be trifled with but this road map 
should give you some “food for thought”. And remember, 
you are not alone. Please let us know, the PrimeKey team is 
just a phone call away. 

Although the reasons for migration 
differ, there are three main ones:

End of a relationship – this could 
be caused by the end of the life 
of the current product, the end of 
the contractual relationship, or, in 
extreme situations, dissatisfaction 
with the current vendor.

Compliance and regulations 
– as the various verticals (fields) 
evolve, we witness more new 
compliance and regulatory re-
quirements emerging. There can 
be multiple requirements for 
a PKI product; for example, a 
need for certain novel features, 
demonstrably strong audit trails, 
the enforcement of a new policy 
or new administrative processes.

Limitations of the Business 
Model or Technology – anything 
that hampers the growth of the or-
ganisation. In many instances, we 
can identify scalability and perfor-
mance as factors in the decision, 
but also a simple thing, such as 
adding a new type of service, may 
require extraordinary investments 
in new infrastructure, licences, etc. 
Another reason that our new cus-
tomers have given us is that they 
have felt locked in and were unable 
to integrate with other services or 
products.

Internal/organisational aspects:
• What are the existing PKI services? Do we have 

an inventory, including open SSL-based “home 
grown”/“quick fixes” that become part of the 
product. 

• How to involve all stakeholders? 

• What would be the impact on our “internal” and 
“external” customers?  
- Will they be able to grow their services/prod-
ucts with the new PKI?

Vendor selection:
• Are all the necessary or desired features  

provided? 

• What nice-to-have features are provided? 

• Product and service agility 
- Does it follow current standards and regula-
tions that are relevant for us? 
- What is their product roadmap like in terms 
of future standards and regulations? 

• Does the vendor provide updates for critical  
vulnerabilities? 

• What are the support and maintenance  
cycles like? 

• What is the impact of an upgrade on other 
systems?

Costs:
• What is the licensing model? 

- Is it transparent? 
- How do costs grow as our needs grow? 

• What other technologies/services must be  
procured? How much do they cost? 

• Cost of support and maintenance? 

• Cost of operations? 
- What size team do we need for operations, 
maintenance and internal support?

Preparations: 
• Can we only migrate software? 

• Can we reuse the existing hardware?  

• Are we locked to a particular vendor? In particular HSM! 

• Can we keep certificates that have already been issued? 

• Can we continue running our issuing CAs? If so, what about 
the CRL/OCSP service? 

• How do we test compatibility, interoperability and other tech-
nological features? 

• What is the best way of setting up and executing this as a 
project?

Migration:
• Does our business depend on PKI services always being 

available, 24/7/365? 

• Can we have continuity of operations? Zero downtime?  
Is this realistic? 

• How long should we plan for a transition project? 

• What internal resources are needed? 

• What external resources are needed? 

• When can we have a “maintenance slot”?

How do we measure success:
• How can we assure compatibility and interoperability? 

• Consider running the old and the new service/product in 
parallel! 

• What are the desired performance metrics? 

• Have we met the time line? 

• Did we break the budget?

Post migration:
• What kind of support/SLA do we need after migration? 

• How will the system grow in the future? 

• Is this an excellent opportunity to scale up? 

• Training in the new technology. Old habits die hard.PrimeKey Solutions is the inventor and 
custodian of EJBCA®, the world’s most 
downloaded open source enterprise 
PKI. PrimeKey EJBCA has gained the 
trust of Fortune organisations, enter-
prises, governments and many others. 
That is why PrimeKey is well positioned 
to secure your data, code and privacy. 

Please read more about our technol-
ogy, products and business solutions at 
www.primekey.se


