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Nowadays you, me and everyone else uses digital signatures 
whenever we log into our bank account, show our passport or use 
a credit card at the shops. This would not be possible without  
public key cryptography enabling us to communicate securely on 
an insecure public network (i.e. the Internet).

Back in the seventies British intelligence made some attempts at  
developing public key cryptography, including encryption algorithms and 
key distribution. However, these developments were kept secret and not 
made public until the mid-nineties.

In the eighties there was a young boy, Tomas Gustavsson, growing up in 
Handen, a suburb south of Stockholm. Little did he know what the future 
held. One day his father brought home a VIC20, a crude 8-bit home 
computer. His father was an avid tech fan and would often bring home 
new gadgets to try out. But this time his son got hold of the computer 
and locked himself in his room.

Although Tomas was just a normal child who was kind, well-behaved and 
hardly got into any trouble, he quickly developed an interest in computer 
code, fuelled by films like War Games. He tried a few times to hack into 
the accounts of his opponents in various computer games. His father 
bought him membership of the ABC Club, Sweden’s first computer asso-
ciation. A lot of the discussions at the ABC Club were about IT security 
even back then.

But it was not until 1994 that Tomas focused his attention on crypto-
graphy. He was already a research assistant at the School of Computer 
Science at the Royal Institute of Technology (KTH) in Stockholm. At one 
time Tomas was called in to sort out the problems caused by a hacker 
attack forcing KTH to pull the plug of some of the computers where PKI 
was running. At this time MIT released a standard for public key in-
frastructure (PKI) with a central repository in Boston to create, store and 
distribute digital signatures. 

Soon thogh everyone in the cryptographic community realised that it 
was not viable to have only one certificate authority (CA). In 2001 Tomas 
and his team released the very first version of EJBCA, Enterprise Java 
Beans Certificate Authority. EJBCA is a PKI and CA software package. 

EJBCA is run by the Swedish company PrimeKey, which holds the  
copyright to the codebase and has grown to become the most widely 
used PKI in the world today. To be continued.
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The innovator of the most widely 
used public key certificate  
authority in the world

Once in a while you come across talented people; one of them is 
the Product Manager of SignServer Software and Code Signing 
Appliance. We started talking about the Security of Things and  
the relevance of code signing.

Markus Kilås has a Master of Science in IT and distributed systems from 
KTH in Stockholm, Sweden. Markus spends most of his time at PrimeKey 
Solutions, while in his spare time he develops really cool applications. 

What could you possibly learn from a young Product Manager at  
PrimeKey Solutions? Markus said something that has stuck: “The  
Security of Things”! It does not matter what scenario you are working 
with, sooner or later you are going to be confronted with the challenge of 
holding distributed solutions together (for example, POS, point of sales in 
retail). Nowadays, virtually every workplace has printers, cash registers 
and other equipment communicating wirelessly (via the Internet). There 
is also a growing understanding of how important it is for software that 
is installed on PCs and mobile devices to come from a trusted source. 
There are many units around us that are running code and would bene-
fit from Code Signing. When was the last time anybody performed an 
upgrade? And so on and so forth.

Markus pointed out that most organisations used to work with local  
solutions, different PKIs and different solutions for handling keys and 
certificates. This made it difficult to keep track of everything. Today you 
need a centralised solution that keeps track of keys and certificates 
without losing flexibility, if you really want to achieve the “Security of 
Things”. This is where SignServer and Code Signing Appliance come in.

PrimeKey Code Signing Appliance ensures that the software you run on 
computers or other devices can be properly and securely signed so they 
can be started without ugly and annoying security warnings.

Markus mentioned some requirements that really make sense. You want 
a solution that is easy to integrate, is flexible and provides the very  
highest level of security. A solution that enables you to enforce a strict 
audit record of who signed what. Markus and his colleagues have  
developed this solution, and it comes with a fixed pricelist and the  
potential to save months of work and expenses for any medium and/or 
large organisation.

“PrimeKey Code Signing Appliance ensures that the software running on 
your computers and devices is trusted and unmodified, no matter how 
big and complex your distributed environment is,” concludes Markus.

The Security of Things 
and the relevance of 
code signing

PrimeKey Solutions 
is the inventor and 
custodian of EJBCA®, 
the most downloaded 
open source enterpri-
se PKI in the world. 
PrimeKey EJBCA 
has gained the trust 
of Fortune organisa-
tions, enterprises,  
governments and 
many others. 

Make a note of  
probably the most 
important PKI event 
in 2015: PrimeKey 
PKI Tech Days, 21-22 
September in Stock-
holm, Sweden.  
More information will 
follow soon.
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