
Do you own a fairly new car or have recently installed a burglar 
alarm? If so, the chances are that you have also been “blessed 
with the IoT” (Internet of Things). This is one of the hot topics our 
crew encountered at the 2015 edition of the RSA Conference in 
San Francisco. If you are heading an IT department and have not 
thought about how to handle IoT, this is the moment when you 
might feel a little bit anxious.

One of the critical issues right now is how vendors will be able to  
protect their products in order to keep the trust of their consumers, as 
well as maintaining their revenue streams. Many new services related 
to the Internet of Things will represent important revenue streams, for 
example connected cars and trucks, where add-on services are already 
becoming an important business.

Public Key Infrastructures (PKI) will play a crucial role in protecting 
networks, communication, devices and end-users in the IoT ecosystem. 
The first sectors that will deploy certificate-based protection are:

Energy, with smart metres, smart homes and everything associated with 
them. We need to ensure that people’s homes, electricity supply and 
heating are safe.

Automotive, where all major vendors will soon offer online services as an 
integral part of their vehicles. The effect on both safety and the economy 
will be huge if they are not protected adequately.

Media, where the ability to deliver media content in a secure way that can 
not be hacked while at the same time preserving consumer privacy, is  
crucial for both media corporations and device manufacturers.

PrimeKey’s PKI and PKI Appliance make it easy to run your own PKI, 
with full flexibility for all kinds of use. They provide you with full control 
of the costs of issuing missions, or hundreds of millions of certificates. 
PrimeKey’s PKI can be used to run both a private PKI or a Managed  
PKI for IoT.

Is PrimeKey’s PKI the best choice to take on the challenge? Well, PrimeKey 
is the inventor and custodian of EJBCA®, the most downloaded open 
source enterprise PKI in the world. PrimeKey EJBCA has gained the 
trust of Fortune organisations, enterprises, governments and many others. 
This might just be the right moment for you to contact PrimeKey and 
learn more about what we can do to give you and your company a good 
night’s sleep.
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Nowadays you, me and everyone else uses digital signatures 
whenever we log into our bank account, show our passport or use 
a credit card at the shops. This would not be possible without  
public key cryptography enabling us to communicate securely on 
an insecure public network (i.e. the Internet).

Back in the seventies British intelligence made some attempts at  
developing public key cryptography, including encryption algorithms and 
key distribution. However, these developments were kept secret and not 
made public until the mid-nineties.

In the eighties there was a young boy, Tomas Gustavsson, growing up in 
Handen, a suburb south of Stockholm. Little did he know what the future 
held. One day his father brought home a VIC20, a crude 8-bit home 
computer. His father was an avid tech fan and would often bring home 
new gadgets to try out. But this time his son got hold of the computer 
and locked himself in his room.

Although Tomas was just a normal child who was kind, well-behaved and 
hardly got into any trouble, he quickly developed an interest in computer 
code, fuelled by films like War Games. He tried a few times to hack into 
the accounts of his opponents in various computer games. His father 
bought him membership of the ABC Club, Sweden’s first computer asso-
ciation. A lot of the discussions at the ABC Club were about IT security 
even back then.

But it was not until 1994 that Tomas focused his attention on crypto-
graphy. He was already a research assistant at the School of Computer 
Science at the Royal Institute of Technology (KTH) in Stockholm. At one 
time Tomas was called in to sort out the problems caused by a hacker 
attack forcing KTH to pull the plug of some of the computers where PKI 
was running. At this time MIT released a standard for public key in-
frastructure (PKI) with a central repository in Boston to create, store and 
distribute digital signatures. 

Soon thogh everyone in the cryptographic community realised that it 
was not viable to have only one certificate authority (CA). In 2001 Tomas 
and his team released the very first version of EJBCA, Enterprise Java 
Beans Certificate Authority. EJBCA is a PKI and CA software package. 

EJBCA is run by the Swedish company PrimeKey, which holds the  
copyright to the codebase and has grown to become the most widely 
used PKI in the world today. To be continued.
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